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Your client is or will be leveraging “big 
data” to drive performance

Traditional 
Analytics

Big Data

• Companies are overwhelmed with data
– 2.5 quintillion bytes of data created daily
– 90% of the world’s data created in the past 2 

years

• Nearly $10bn growth projected for 2013

• Rise of the “Money ball” organization - need 
to build a data-driven organization as a 
competitive differentiator

• Need for data scientists (workers with deep 
skills in analytics), managers and analysts 
who can leverage Big Data and make 
decisions based on findings

• 4.4 MM Big Data jobs projected by 2015, 
only 1/3 will be filled

• 80% of enterprise data sits unused as text 
and other unstructured data 
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And beyond the client lies the internet of 
everything

Source: Cisco



Begin with Volume, Variety and Velocity

Source: Gartner – Real World Lessons from Big Data Deployment

Enterprise Systems

It changes very 
frequently
It changes very 
frequently

There is a lot of 
it
There is a lot of 
it

Elements of Big Data

Documents Transactional
Data

IT/OT Images Audio Text Video

Social
Computing

Social
Networking

Context-Aware
Computing

Search/
Mobile

Velocity Volume

Complexity
Variety

It is difficult to 
interpret/analyze
It is difficult to 
interpret/analyze

It comes in 
various shapes 
and forms

It comes in 
various shapes 
and forms
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Big Data is About What You can DO with those 3 Vs
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Big Data 
& 

Advanced
Analytics

New Types of Data 
Sources

Internal and external 
unstructured, geospatial, 

multimedia data

Increasing 
Granularity

Enhanced segmentation 
allows for greater 

accuracy

Real-Time
Rapid and interactive 
analysis of relevant 

information

Ubiquitous Access
Advanced analytics 

systems and dataspaces

Decision Analytics
Advanced modeling to 

understand individual and 
group behavior for making 

better decisions

Immediate Action 
Ability to rapidly and 

intelligently respond to 
emerging threats

Scale of Information Use of Information

Big Data and Advanced Analytics Scope

Source: A T Kearney
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Organizations are experimenting with big data analytics to 
better understand customers and impacts to the business

Selected Big Data Industry Examples
• Predict the future success or failure of the 

motorcycles intended for production

• Clickstream analysis allows analysis of 
consumer behavior

• Website content is tailored and optimized to 
each customer

• Product recommendations based on 
customer search, orders, clickstream, and 
sentiment

• Analysis of store-level sales, marketing, and 
economic data improved sales planning and 
forecasting

• Apply predictive analytics to estimate market 
share and sales performance up to a year in 
advance

• Analysis of customer buying patterns and 
product churn provides insights to customer 
and product economics

• Customer loyalty program tailors product 
promotions and timing to each customer

• Analysis of penetration, retailer coverage, and 
average revenue per user at the city or town 
level

• Utilize the analysis results to focus on the 
micro markets with the most potential.

• Store-level analysis of customer interactions, 
ordering patterns, and store traffic revealed 
insights to regional and local preferences

• Adapted menu selection, restaurant designs, 
and marketing promotions based on 
customer preferences

Global 
Auto

Fast -
Food 

Pharma
Retail

Retail
FMCG

Telecom

Analytics and Big Data capabilities are expected to evolve as “must have” competencies, with wide 
application and adoption in future
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Improvements may be made in the short run by evolving 
data management capabilities incrementally

Big Data Stages of Evolution

Source: A. T. Kearney
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A Few Good Things to Say at the First Meeting for a Risk 
Manager Drawn in Belatedly into Big Data Deals and 
Plans that Expect Short-Term ROI 

What rights have you got and can 
you establish?

How much do you know about 
what your targeted customers 
want?

How can you monetize?

What can you learn on the test 
drives, before you have to commit 
on long-term strategy?



Areas of 
Law

Privacy & 
Classification

Information 
Security

Intellectual 
Property & 

Trade Secrets

Data 
Licensing 

Information 
Lifecycle 

Governance

• Ownership
• Use
• Purpose
• Collection
• Custody/Holds
• Protection
• Inferences
• De-Identification
• Return/Destruction
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Intro to Big Data Legal/Risk 
Management Framework



Current privacy law often focuses on data minimization in collection, while big data extracts 
unpredictable value from combinations of data, the collection of which might not have 
appeared necessary.

Current privacy law often requires that data be destroyed when no longer needed for the 
purpose for which it was collected, while big data looks for derivative uses and opportunities. 

Current privacy law often relies on purpose-based notice and consent at the time of 
collection, and big data uses are generally not known then.

Current privacy law often allows for free alienation of personal rights at the time of 
consent or authorization, which makes no sense when the uses of the data are not known. 

Current privacy law exempts information that has been anonymized or de-identified, but 
big data facilitates reidentification of anonymized data.

The White House Privacy Bill of Rights made “respect for context” one of its core principles, 
while big data companies often take big data in precisely the opposite (context-disruptive) 
direction.
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Big Data’s Challenges to Privacy Law



Limits on collection are there to prevent misuse; remove those limits 
and the demand for trustworthy, transparent and accountable 
controls, decisions and decisionmakers.

Extremely good information security (much harder than it sounds, as 
you will see)

• at least a  SOC 2 Type 2 for big data repositories? 
• need-to-know access rights to those bound by contract or fiduciary duties?
• to protect personal information
• to protect the secrecy of trade secrets and confidentiality of IP…

Timely choices (privacy by design)

“It’s not privacy and it’s not fair.”  Recognize and address issues in 
classification beyond privacy.  
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Designing Classification & Privacy Law & 
Ethics & Security into Big Data



Massive parallel processing 
through rapid incorporation of 
nodes

No inherent authentication of 
nodes; danger of rogue nodes

No role-based access once 
you’re into a node or cluster

No encryption between nodes

12

Big Data Architecture’s Challenge to 
Security (and Trade Secrets, IP....)

Sources: Cloudera & Apache Software Foundation



• (E.g., Kerberos), balancing performance issuesNode authentication

• Leverage the cluster to store events so they scale with the clusters 
(e.g., Splunk, open source alternatives like Scribe, Log4J….)Logging tools

• Scale like big data and use big data velocity capabilities, for, e.g., 
malware or exfiltration detection  

Big data monitoring 
tools

• Between nodes, not just between cluster and client should be a real 
area of focus

Security between 
nodes

• On each node (as always, w/ good key management); other 
encryption options, all weighed against performance issues

File layer 
encryption

• Pre-deployment configuration & verification
Deployment 
validation
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Big Data Security is Emergent



• By contract
• Statutory & common law protections
• Use of security and confidentiality to maximize IP rights

Establishing 
ownership & use rights 

at the beginning

• Valuable because of secrecy and protected by efforts to 
maintain secrecy (UTSA)Trade secret

• Generally can protect compilations, but not dynamic or even 
fairly static databasesCopyright

• Some protection for novel, non-obvious database inventions 
may be available

• In re Lowry, 32 F.3d 1579 (Fed. Cir. 1994)).
Patent
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Big Data as Property 1



• Ticketmaster LLC v. RMG Techs., Inc., 507 F. 
Supp. 2d 1096 (C.D. Cal. 2007)

Web scraping as CFAA 
claim

• Cvent, Inc. v. Eventbrite, Inc., 739 F. Supp. 2d 927 
(E.D.Va. 2010)

No CFAA scraping claim 
where failure to control 
access & provide TOS

• Int'l Airport Ctrs.,LLC v. Citrin, 440 F.3d 418 (7th 
Cir. 2006)

Misappropriating 
employer’s computerized 

information is a CFAA 
claim

• United States v. Nosal, 676 F.3d 854 (9th Cir. 2012)
• WEC Carolina Energy Solutions LLC v. Miller, 687 

F.3d 199 (4th Cir. 2012)
Or not, if the employee 

had permission 
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Big Data as Property 2--CFAA



• Web scraping as trespass
• eBay, Inc. v. Bidder's Edge, Inc., 100 F. Supp. 2d 1058 (N.D. 

Cal. 2000))
• Register.com, Inc. v. Verio, Inc., (356 F.3d 393 (2d Cir. 2004))

• Copying computer files as conversion
• In re Yazoo Pipeline Co. LP 459 B.R. 636 (Bankr. S.D. Tex. 

2011))
• Thyroff v. Nationwide Mutual Insurance Co., (8 N.Y.3d 28 (N.Y. 

2007))

Common Law of 
Data as Property 

in the US

• A “database” is "a collection of independent works, data or other 
materials which are arranged in a systematic or methodical way, 
and are individually accessible by electronic or other means.“

• Protected if "a substantial investment in obtaining, verifying or 
presenting the contents of the database“

• Protects “authors”

EU Directive 
96/9/EC on the 

Legal Protection 
of Databases 

(Database 
Directive)
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Big Data as Property 3



• Derivative data needs strong contractual definition & protection
• Conditional license requiring compliance for creation of derived?

Original, derived 
and usage data

• Better basis for injunctive relief than contract
• Applies to 3rd parties not in privity of contract

Ownership of 
each

• Exclusive or sole?
• Sublicensing?  Direct obligations to licensor?
• Modification or aggregation?
• Permitted purposes and restrictions

Scope of 
License

• To protect the data, but also IP and trade secrets
• Due diligence just got a lot more complex; remember the backdoors 

Security & 
Confidentiality
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Data Licensing Agreement
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Several challenges can inhibit an organization’s ability to 
leverage data analytics
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Upfront planning is important for developing a 
holistic but practical analysis plan
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Clear articulation of business objectives is necessary to 
build upon the foundation of analytics tools and capabilities

Data Modelling 
& Analysis

Business 
Objectives

Talent 
Management

Operations & 
Enterprise Support

Master Data 
Management

Decision Support 
& Analytic ToolsInfrastructure

Dimensions of Analytics Competencies

“Anticipate the analysis”

“Enable the insights”

“Generate the insights”

• Based on overall strategy, what are the business drivers that 
are critical to creating competitive advantage and could be 
improved by analytics? 

• How will this drive value for the business?

• How do we translate business drivers into  type of 
analytic techniques and methods used (e.g., data 
mining, predictive modeling, database analytics, 
etc.)?

• What tools and infrastructure  
are in place to support 
analytics? What are the gaps 
needing further investment?

• How effective is the current 
model in supporting data-driven 
decisions? 

• How are internal and external 
data sources being identified and 
managed?

Source: A.T. Kearney
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Long term success requires a focused strategy, 
organizational effectiveness, and practical analytics 
expertise

Analytics Strategy
• Starting small with projects and 

POCs for quick wins that drive 
immediate value

• Developing an agile culture for 
scaling analytics across the 
organization

• Developing talent and 
organizational maturity

Data Science Organization and 
Governance
• Dealing with governance in an era where shared 

and open data is necessary

• Embracing data science from a process point of 
view

• Building an analytics toolkit

Big Data and 
Advanced 
Analytics 
Applications
• Creating advanced analytics 

engines that combine cross-
functional and inter-
organizational data sets into a 
single space

• Automating data lifecycle -
machine collects, processes, 
and analyzes information 
(using sophisticated 
techniques) before humans 
interact with the data

Source: A.T. Kearney



Establishing data lakes

Using the internet ocean

Compliance via pattern detection 

New take on defensible disposal

Defensible collection & retention

New asset classes

Algorithm compliance & ethics 

Governance by design
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Information Governance Considerations



23

Big Data Information Governance: 
IT Components

Source: Sunil Soares, Tom Deutsch, Stewart Hanna and Piyush Malik, “Big Data Governance: A Framework to Assess Maturity,” IBM Data Magazine, April 17, 2012
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A Knowledge Asset Management Process
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Big data-driven information governance

Trends
Product & Services Data

Constant Workforce 
Interaction & Training

Algorithm Compliance & Ethics

Corporate Governance & Enterprise 
Risk Management Programs

Collection & 
Quality Standards

IP, Trade Secret & Data Asset Protection
USE

D
E

S
TR

O
YG

A
TH

E
R

New Network-Driven 
Businesses & Machines

Internet of Things

Constant Customer 
Interaction

Knowledge Asset  Management

Logging, Monitoring, Auditing & 
Pattern Detection

Employee Insights

Information 
Governance by 

Design

Visibility

New Business 
Processes

Disruptive Innovation 
Constant Insight 

Production

Information Management Policies
Privacy & Info Security Programs

Marketing, Product & HR Strategies 


